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B Y  L I S A  F I T T E R M A N

CYBER BULLIES TORMENT THEIR VICTIMS

SOMETHING MUST BE DONE.

NIGHT AND DAY, OFTEN WITH

INTERNET 
SAFETY 
SERIES 

TRAGIC AND LONG-LASTING RESULTS.
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INTERNET SAFETY: Protect our Children

Julia had been eager to start middle 
school in Haarlem, near Amsterdam. 
She wanted to make new friends – 
girls who would be fun to hang out 
with and confide in. And for a few 
weeks she did, until they turned on 
her en masse in October, after a piano 
lesson prevented her from meeting 
them downtown. A tiny thing blown 
way out of proportion.   

At school, her bike was vandalized 
and in the hallways someone would 
push her from behind. But it was 
the online bullying – at school and 
at home, night and day – that filled 
her with dread. She couldn’t eat and 
couldn’t sleep.   

I don’t feel safe, she thought. But 
what could she do?   

Bullying today has grown way beyond 
the schoolyard. Like Julia, victims can 
no longer find respite in their own 
homes. With smart phones, laptops 
and gaming devices, their tormen-
tors roam cyberspace at will, stalking, 

sending messages at all times of the 
day and night, creating false profiles 
and hacking into real ones. Think of 
it as a world without walls.  

“Your kids can use those smart 
phones you bought them to do a lot 
more than keep in touch. They can 
spy. They can record. They’re danger-
ous,” says Bamber Delver of Holland’s 
De Kinderconsument (Child Con-
sumer Foundation) and co-author of 
the recently released book, The WiFi 
Generation.

Statistics about cyber-bullying are 
confusing, partly because the prac-
tice itself is so new. “Two years ago, 
nobody knew what it was,” says Balta-
zar Rodrigues, an inspector with the 
computer crime division of Portugal’s  
criminal investigation police force. 
“But last year police nationwide re-
ceived a complaint a day.”  

A European Union (EU) Kids On-
line study published last year found 
that six per cent of 25,000 children 
and teens surveyed in 25 countries 

had been bullied online. But national 
studies conducted all across Europe 
tell a more worrying story: 

• In Holland, nearly a quarter of 
12-year-olds and 19 percent of 
13- and 14-year-olds have been cy-
ber-bullied, according to a study of 
1,250 children. Only 37 percent of 
those being tormented online tell 
their parents. 
• In Spain, of the 2,101 11- to 17-year-
olds polled, 17.4 per cent were 
bullied via their mobile phones 
and 22.5 per cent via the Internet. 
• In the Czech Republic, of 12,500 
kids aged 11 to 16 surveyed, 59.4 per 
cent had been roughed up in cyber 
space.
• In Germany, a survey in June 2011 
of 1,000 students aged 
14 to 20 found that 36% 
had been the target of 
cyber-bullying. 
• In Russia, a study of 1,025 kids 
between the ages of nine and 
16 found that 20 percent had been 
bullied online and offline.
“Russian children report being 

bullied online as often as in real life,” 
says Galina Soldatova, a psychology 
professor at Moscow State University.  

Why did the EU research show a 
lower incidence of cyber-bullying? 
Sofia Buelga, a social psychology pro-
fessor at the University of Valencia 
and an author of the Spanish report, 
suggests it’s at least partly because 
the EU survey defined cyber bullying 
as having received a “nasty or hurt-
ful message in the past year”. Other 
studies, including her own, included 

phenomena like videos posted on 
YouTube and hate pages created on 
networking sites such as Facebook, 
targeting a particular individual.

“It’s a big problem in Spain,” she 
says.  “You get pages like ‘Everyone 
against Maria’. The effects on the vic-
tim can have serious consequences, 
including suicide.”

The stories can break your heart. 
Consider the 12-year-old Hungarian 
girl who couldn’t understand why she 
was being shunned by her classmates, 
only to learn that someone had cre-
ated a false page in her name on a 
networking site, complete with nasty 
comments she was supposed to have 
written about others.   

Or the 16-year-old autistic boy in 

Holland who was unable to speak up 
as classmates posted embarrassing 
videos of him on YouTube for two and 
a half years; when caught, the culprits 
said they simply didn’t expect parents 
or police to be monitoring the site.   

Or the ten-year-old twins in 
Bondoufle, France, whose real-
life torment at their public school 
— eyeglasses stolen, notebooks disap-
pearing— suddenly spilled into their 
home lives when a classmate sent 

Julia Bosma was scared. The messages 
              just kept on coming over MSN and  
       her mobile phone. “Shut your cancer mouth!”  
                   “We’re going to hit your face!” 
        “We know where you live...”  
              No matter where she was, the 12-year-old 
        couldn’t escape the girls who  
            two months earlier had been her friends. 

ABLE TO GET HELP

CYBER  BULLYING  IS EASY
FIGHTING BACK IS NOT

STUDENTS  MUST BE



    Georgia, now 15, had just entered secondary 
school three years ago in Kent, England, 
when classmates began to bully her. They 
left nasty messages for her on Bebo linked 
to a page devoted to how everyone hated 

her and what a fat, ugly cow she was. When her mum found letters and 
poems her daughter had written about the bullying, some 

speaking of suicide, they looked for help.
The family discovered Beatbullying.org, a charity that 

has its own website, a presence on others, including 
Facebook and Twitter, and works with trained teen 
“cyber-mentors” to help kids being bullied online. 

Georgia found she was not alone, got the help she 
needed, and now volunteers as a cyber-mentor herself. 

She wants kids to speak up.
“I didn’t and it nearly cost me my life,” she says. 

      FOUND HELP

       HOW ONE GIRL
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technologically sophisticated for 
them to use.”  

In France, math teacher Thierry 
Cadart notes that the murder in June 
2011 [rsch: note we’ll need update 
as close to pub time as 
possible] of a 13-year-old 
girl near Montpellier is 
a tragic example of why 
teachers and parents need 
to become more aware of what 
goes on between students in cyber-
space. After the victim and another 
student feuded on and offline over 
a boy, the second girl’s 14-year-old 
brother, a local boxing champion in 
his age group, waited for the victim to 
walk out of school, and hit her several 
times, catching her with a lethal up-
percut to the jaw. He currently faces 
charges and is undergoing psychiatric 
evaluation.

crude emails. “I have the last word, 
you little idiot,” read one. “Stop pre-
tending you know how to fight. I’ll 
push you with my finger and you’ll 
be on the ground.”

Cyber-bullying is easy, fighting back 
is not, as Julia in Haarlem discovered. 
The 12-year-old felt she had nowhere 
to turn. Finally, after two months, she 
broke down and called her mom, Ja-
nine Bosma, at the office.  

“Can I come see you?” she asked.  
Janine and her husband knew Julia 

had been having problems but had 
never imagined the extent of it. It 
would work itself out; Julia, smart, 
sociable and strong-willed, would 
have to stand up for herself. But when 
her daughter called, Janine realized 
she needed their help.   

“They won’t leave me alone,” Julia 
cried.    

“You have to be strong and tell your 
teacher. She has to know what’s going 
on,” said Janine.  

“But everyone will hate me for it!”  

With kids often reluctant to come 
forward, it’s not easy for teachers to 
monitor what happens in cyberspace, 
let alone control it.  

“Most teachers do feel responsible,” 
says Heidi Vandebosch, an assistant 
professor of communications at the 
University of Antwerp.  “But schools 
don’t know enough about what mate-
rials they should use to teach students 
about the issue. Also, many teachers 
like the idea of an anti-bullying cam-
paign but worry that it will be too 

And, like the outcome in the 
Montpellier-area school, all too of-
ten, cyber-bullying is moving beyond 
taunts to violence. In a recent case 
in Russia, boys in the St. Petersburg 

area, no older than 14, got angry with 
a 12-year-old because he didn’t bring 
them beer as promised and lost ten 
of the 60 Russian rubles (!1.50) they 
gave him to buy it. They sexually as-
saulted the boy with the handle of 
a shovel, filmed the assault with a 

LEARN how to block emails and in-
stant messages.
KEEP the o!ending messages and 
pictures as evidence.
FILE complaints about cyber-bullying 
to the social networking site where 
it is occurring. Usually, there is a sec-
tion on the home page that allows 
you to click through. Once some-
thing is posted to the Internet, it’s 
practically impossible to remove it 
altogether. But networking sites want 
to crack down on bad behaviour. 
They just need to know about it.
REPORT bullying that takes place 
over a mobile phone to the service 
provider. If it persists, change the 
phone number.
MEET with school o"cials and ask 
for help in resolving the situation, if 
the bully is a student at your child’s 
school.  But be sensitive to the fact 
that your child doesn’t want to be 
singled out any more than he or she 
already is.  
CALL the police if the cyber-bullying 
contains threats or is coming from an 
anonymous source. It’s frightening if 
his or her safety is at stake 
Yoursphere.com, a California-based 
website, has a good common-sense 
social networking and Internet safety 
section specifically for parents. 
Being proactive and anticipating 
what could happen in cyberspace 
is the best parenting of all.

            PARENTS:
WHAT YOU CAN DO

REAL-LIFE VIOLENCE

ALL TOO OFTEN,
BULLYING IS MOVING FROM

ONLINE TAUNTS  TO 
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“It was an amazing ex-
perience,” says teacher 

Matthew Moistner, who helped guide 
students during the project. “Part of it 
was to educate parents and teachers, 
and the kids did a good job of teach-
ing us!”  

In a blog entry on the charter’s 
website, Bucharest student Miruna 
Tocileanu warns parents: “When up 
to 700 million [cyberspace] accom-
plices can be recruited to help target 
or humiliate your child, the risk of 
emotional pain is very real, and very 
serious. Don’t brush it off.”

“We wanted to make them think 
about what they were doing. Af-
ter that first year, we had fewer 
troubles with the kids who came 
after.”  

Frida Lindén, who teaches 12- 
and 13-year olds in a suburb of 
Gothenburg, Sweden, is one of 
the few teachers at her school to 
have a Facebook account where 
she can keep track of and com-
municate with her students at 
a level they are comfortable 
with. “They say I know a lot,” 
she admits, laughing. “But ev-
ery student in our school has a 
computer with wireless Inter-
net access. Teachers will have 
to learn. “In our school, we’ve 
been using a program called 
‘Social Emotional Training’. We 
use movies to jumpstart dis-
cussions and we talk a lot 
in class about the law and 
libel.”

Students at the Lupá"ova 
Junior Language School in 
Prague and the Elena Farago 
School in Bucharest teamed up last 
year to create a bi-lateral anti-cyber-
bullying charter, complete with a list 
of ten online activities they promise 
to avoid. The charter, which was rati-
fied this spring before representatives 
of the Romanian and Czech govern-
ments, UNESCO and Microsoft, 
includes promises that each student 
will be a “decent and distinguished 
user of the Internet” who will always 
respect the law and the rules given 
them by their parents and teachers.

the bullies swarmed the boyfriend at a 
metro station, continuing to beat and 
kick him even as he lay unconscious 
on the ground. He spent two days in 
hospital with internal bleeding.  

Six youths have been charged with 
assault causing bodily harm, while 
German police continue to search for 
others who participated in the attack.  

“The world has changed,” says 
Cadart. “Smart phones are smaller, 
students are more adept and we have 
to catch up.”  

Indeed, teachers themselves can be 
targets. In a 2010 study, 47 per cent 
of teachers in Dutch primary and 
secondary schools admitted to hav-
ing been “occasionally” victimized 
by cyber-bullies. Often, teachers are 
filmed as they are pushed in class be-
yond their breaking points and the 
clip is posted online. Sometimes it 
goes even further, including filming 
teachers in the school bathrooms. 

Current efforts to deal with cyber 
bullying throughout much of Europe 
focus on prevention and counselling, 
on sensitizing kids, parents, police 
and teachers to the damage even a 
single text can cause. 

In Dordrecht, Holland, an intensive 
cyber-bullying awareness course was 
launched in 2007 at Prins Bernard el-
ementary school. Developed by De 
Kinderconsument, it’s aimed at kids 
aged ten to 12.  

“We try to make it clear to the 
children that it’s very distressing to 
get messages that aren’t true or use 
nicknames and bad words,” says Prins 
Bernard principal Frank Wijnbeek. 

mobile phone, and then showed it to 
friends. One popular Internet news 
portal, Fontanka.ru, even ran the 
video on its web site; this prompted 
officials to give it a formal warning, 
the first step to shutting down a me-
dia outlet. 

In another incident, a 17-year-old 
from Berlin tried last March to put an 
end to the bullying his girlfriend had 
endured for weeks. After a meeting 
with the bullies failed to resolve any-
thing, a group of teenagers including 

Now 14, Julia 
Bosma has become 
a peer mediator, 
and is helping 
others who are 
bullied

1. Learn about the Internet so 
you can talk knowledgeably with 
students about risks and safety in 
cyberspace.
2. Get students involved in the 
battle against cyber-bullying by 
holding sessions in the classroom. 
3. Ask students not to put any-
thing online that they don’t want 
the whole world to see – including 
their teachers and parents.
4. Recognize signs of bullied 
students. Are they more withdrawn 
than usual? Are their grades  
suddenly su!ering?
5. Make students aware that 
reporting a cyber-bullying incident 
is not being a tattletale. Let them 
know you’re there for them.

              5 STEPS TEACHERS
SHOULD TAKE 

INTERNET SAFETY: Protect our Children
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and her older sister on mobile phones, 
Facebook, MSN, Hyves and Twitter, 
she can’t keep track of everything. But 
she has made sure the privacy settings 
for their web profiles have been 
heightened and she constantly checks 
Julia’s Twitter feed. 

“I think she gives out too much pri-
vate information,” Janine says, laugh-
ing. “Like when she’s mad at me and 
tweets ‘My mom is so stupid.’ But this 
‘mom’ is just doing her job.”  

INTERNET SAFETY: Protect our Children

Even as bullying thrives online, people 
are realizing the Internet itself has to 
become one of the main weapons in 
the fight against it.  

In 2009, 17 social networking sites 
in Europe, including Facebook,  
Myspace, Bebo and Holland’s Hyves, 
signed a pact with the EC requiring 
that easy-to-find reporting mecha-
nisms be available on each site, along 
with anti-bullying tips, and they are 
working to ensure that all profiles of 
under 18s are set to ‘private’ by de-
fault.

Hyves, for example, has a button 
on its home page that clearly states 
“This is not OK” so that users can re-
port bullying incidents to a staff of 20 
who work seven days a week advising 
victims.  “In April this year alone we 
received 138 notifications from peo-

ple who were bullied,” says Wouter 
Glaser, the site’s communications 
manager. Punitive measures range 
from deactivating a bully’s profile on a 
temporary basis to a complete IP ban.

In France, Facebook has agreed in 
principle to abide by an accord to 
raise awareness about cyber-bullying 
in schools and punish perpetrators. 
The accord was signed last June by 
Education Minister Luc Chatel and 
Justine Atlan of e-Enfance, a group 
dedicated to the safety of children and 
adolescents on the Internet. 

“There’s a real deficit when it 
comes to education about the sub-
ject despite consequences that can 
last all one’s life,” says Atlan. “There 
has been nothing!” 

Back in Haarlem, Julia’s teacher ar-
ranged for mediation between her 

and the main bully – the group’s de 
facto leader who made up the rules 
and punished those who didn’t fol-
low them. In the first meeting, the 
girl sat there, rolling her eyes as Ju-
lia recounted for the mediator what 

had happened. At a second meeting, 
the girl went on the attack. “It’s your 
fault,” she told Julia. “You did every-
thing wrong.”  

“But what?” 
“Everything.” 
The girl wasn’t able to admit she’d 

acted badly but from that point on, 
she ignored Julia altogether, to the lat-
ter’s great relief. In fact, Julia, now 14, 
was so inspired by how the mediation 
helped her change her own outlook 
that she went through extensive train-
ing to become a peer mediator herself. 

Adds her mom: “Her dad and I are 
so proud of her. She faced her bullies 
and moved on, and now she’s helping 
others.” Still, Janine isn’t taking any 
chances. With Julia, her twin brother 

As cyber-bullying becomes 
more prevalent and  
well-known, help lines are  
being set up across the  
continent. A full list can be 
found at the European  
Union’s Insafe network site:
http://www.saferinternet.org/
web/guest/helplines

             HELP LINES

HELP STOP ONLINE BULLYING NOW

INTERNET 
SAFETY 
SERIES 

Go to: http://www.protectchildrenonthenet.com
And join the discussion on Facebook:

http://www.facebook.com/internetsafetybutton

LET YOUR VOICE BE HEARD

Support our campaign for  
the creation of a safety  
button for young Internet  
users across Europe


